21INTO8 CLOUD COMPUTING VIRTUALIZATION

Course Objectives
» To understand the fundmentals of Cloud Computing and its evolution

* To understand the cloud infrastructures

» To gain knowledge on the concept of virtualization that is fundamental to cloud computing
* To learn programming and software environments for cloud and big data

* Tounderstand d the security ones in clinal computing

UNIT I INTRODUCTION CLOUD COMPUTING 9 Hours

Technologies for Network-Based System System Models for Distributed and Clad Computing -
NIST Cloud Computing Reference Architecture Cloud Computing and Service Models
Characteristics - Cloud Services- Cloud models (laaS, PaaS, SaaS) Cloud ecosystem and enabling
technologies.

UNIT II CLOUD INFRASTRUCTURE 9 Hours

Architectural Design of Compute and Storage Clouds - Layered Clood Architecture Development -
Design Challenges Inter Cimal Resource Management - Resource Provisioning and Platform
Deployment-Global Exchange of Clod Resources

UNIT 11 VIRTUALIZATION 9 Hours

Introduction- Implementation Levels of Virtualization - Virtualization Structures Tools and
Mechanisms- Virtualization of CPU Memory, and 10 Devices-Virtual Chester and Resource
Management Virtualization for Data Center Automation

UNIT IV | CLOUD PROGRAMMING AND SOFTWARE ENVIRONMENTS | 9 Hours

Hadoop-Hadoop HDFS Hadoop - Map Reduce Google-Google App Engine - GFS- Big Table —
Microsoft Azure-Open Source Eucalypton and Nimbus - OpenNiebla - OpenStack and Appliances

UNIT V SECURITY 9 Hours

Security management in Peer-to-Peer networks-Peer trust and Reputation Systems-Trust overlay
and DHT implementation-Power Trust-Secuting Overlays Cloud Security and Trust Management-
Defense Strategies -Distributed Intrusion Detection Data and Software Protection Techniques
Reputation Guided Protection of Data Centers
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